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Abstract: With the rapid development of cloud services, data sharing and dissemination have received widespread
attention. Attribute-based conditional proxy re-encryption (AB-CPRE) has been widely used as a secure and effi-
cient method to achieve group data sharing and dissemination. However, existing AB-CPRE schemes were unable to
support multiple data disseminators within the same group to collaboratively disseminate data to new user groups, as
only a single data disseminator was permitted, which limited flexibility. Additionally, in these schemes, the computa-
tion cost for users to generate proofs increased with the number of attributes in the ciphertext, resulting in low effi-
ciency in ensuring fairness and verifiability between the cloud server and the user. To address these shortcomings, a
flexible and collaborative data group sharing scheme with fairness and verifiability was proposed. A collaborative
dissemination tree was designed to enable multiple data disseminators within the same group to collaboratively dis-
seminate data to new user groups. Furthermore, the proposed scheme incorporated a constant-cost proof generation
mechanism, allowing users to generate proofs with constant computation cost, thereby ensuring efficient fairness
and verifiability between the cloud server and the user. Formal security proofs and performance evaluations demon-
strate that the proposed scheme is provably secure, fair, and verifiable. It is shown to offer greater efficiency in proof
generation, re-encryption key generation, and decryption phases compared to existing schemes.

Keywords: collaborative data dissemination, attribute-based conditional proxy re-encryption, collaborative dissemi-

nation tree, fairness and verifiability
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